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s1AnasluNISIANIATIHL

[

Pugurudu 994,810 um (AuauiviiuanusUasasduumeu)

5. 578a198AtUN1TIANN
1. gunsnidlasiuinfetne (Firewall) 3117w 110309

AA ymzﬁugm
1. ugunsnifiesnuuuiawz (Appliance) deviwmedu Application Firewall
2. 11 Throughput Application Firewall (Layer 7) laitieundn 250 MBps lnas0eTudTuIu
session lalitiosndn 64,400 seesions waYsBITUMIATI Session Tnilglaitionnin 7,500 sessions AOIU
3. fissuutestiufonnau (Threat Prevention) laedl IPS Antivirus Uaw Antispyware (50 Anti-
Bot) Inwanunsnsassu Throughput kitleendn 100 Mbps Sladlaihnundeniu
4 SssuUsesumsYnausEineanan (PSec VPN) Tnedl Throughput hitfeemin 50 Mbps

/5. HyAeu..
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5. figaudiausio Network wuu 10/100/1000 Srundbidesndt 8 4a warilgaideuseuuy Gigabit
dwsuuimsdanisgunsallagiany (Out of Band Management) 9E191108 1 WOSALBNANVINIINIA
\Jouste Network Unf

6. fisvuunsIasunartodntu Vulnerability Exploits, Buffer Overflow, DoS/DDoS, Non-RFC
compliant protocol, Port scans, Host sweeps, Malformed Packets, IP defragmentation way TCP
reassenbly Ieiustatios

7 fisvuutestu Malware Useunmsing 4 léud Virus, Spyware, Trojan ua Botnet Iiusgnles

8. fiszuutleaiu Malware Uszameing 9 laun Virus vulusiamea HTTP, FTP, IMAP, POP3,
SMTP, SMB 161

9. Fanuanansatunsvin DNS Sinkhole Wetasfunsdnde maliciuous domain wagiil1zds
Eﬂ%muﬁﬁﬂﬁﬁaﬂ'ﬁhﬂﬂgﬂ malicious domain

10, fisvuunsnany Maware Wnifigdlioglugudeya (Unknown  Malwares)  Tngldszuu
Could-based Engine s

11, @ansavinmsiaviun IP Address wae Service Port LUy Network Address Translation (NAT)
wae port Address Translation (PAT) g1

12. @130 Routing WUV Static, Dynamic Routing 1%

13, aunsoudnsiansaunaikuanAsg HTTPS wie SSH Ididuegnios

10, annsaiunaydeauaeamaasumsidu (Logging/Monitoring) Ineniuidiu Syslog 1t

15 annsofivdoyansldan (Logging) wara31esiearu (Report) 719 9 WU User  Activity
Report, Application Report, Threat/Attack Report, Bot-net Report, AntiVirus Report, URL Filtering Report
¥ Hueteties Tnganunsovinnnsusuusseau (Customn Report) uawasean (Export) Tiegluguuuu POF,
XML wae CSV Ialusgsiey

16, aMNIOIFOUALINATHIY PV6 161

17. §1 Hard disk vwalsisinnit 160 GB

18, flenuannsalunsidsita Encryption) wuu 3DES, AES (128 bit , 192 bit , 256 bit) ua
see%UM3 Authentication wuu MDS, SHA lsidueenetion

19 fiAnsEsnSEluMIATIREey Traffic AtswaLUY SSL (Inbound wag Outbound) wae SSH o

20. fisruunTiaaaur g (User Authentication Identification) fusguU  Microsoft Active
Directory, LDAP, Novel eDirectory, RADIUS, Microsoft Exchange, Microsoft Terminal Services, W&y Citrix
XenApp dieldlunsadralenemsldaulsiduegnniey

21. fsguuAmuANNISLEIIL Application Tnomseunauiangu Application #19 9 19U Files-

sharing, Encrypted-tunnel, Gaming, Instant Messaging, Internet Conferencing Waw p2P Wupeneiioy

/22. {58 UV...
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22, fisvuurhauuuy URL filtering uuiagunsal Tnefintsuvaiuledoanidungu (categories)
wazamnIan A White list/Black list 10

23, fszuutiestunisindadulediilioygalaenaden H1uma Search  Engine  Cache
(1 Google cache) Way Translation Site (W Google translate) 61

24, fiszuudlostunisuaninaievniildmunzas (Adult  content) 9INNIAUMUL Search
orovider v 4 1t Google, Bing uaw Yahoo lasamnsauanwithuduieu (Block page) sleflifumdeya
91 Search Provider wanbuslsifinmsdaldnuileidy safe search 16

25. ﬁwwmuqamixmwumlﬂéﬁaumﬂm’lﬁémwuiswmfm‘dwlﬁsfmﬁ’qmmmﬂmﬁums
HlvavertoyasonainszuuiAiet s Wy vineieviRsAshall

26, nansovi Qos WUU Guaranteed, Maximum wae Priority Bandwidth 1 Tnerinvusuleuny
M3vi QoS (Traffic shaping policy) My Application, User, Source, Destination, Interface wae IPSec VPN
Tunnel Ausgnioy

27, fimsduusefudusanuisnidwowdndasilidesnin 1Y

28, fimssulsEiumdsmsnennudsniumuliitesndt 19

29, dadldumssusennasgudell FCC uay ICSA Wuethtios

30. Nﬁmﬁm%ﬁﬁ%auaﬁaw@u Gartner Leader Quadrant #inu Enterprise Network Firewalls q
2015 wiselwina

31, U0 Frinauorrdosladunmsussregnadumans nussnilduuivnaivives
USENHAR sz luusemalngs wihidu

30 Uaenm fauessdesiiumsuiudeimsldauesgunsalilmilissuusing q melu
ansaldnuldmiownuuegnaion

33, UM ﬁﬁwLaua%ﬁaﬁwizﬁuﬁaqﬂﬂmﬁLLas’LﬁmmﬁwmﬁaLﬁatﬁmf]iymﬁ’mwmmﬁa

punsailaiviesndn 11

¢

(wnsamfaensml auunsng )
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2. gUnsal Wireless Lan Controller 112U 1 Y
ﬂg@”ﬂywﬁugm

1. gunsnisioadiu Appliance fisenuwuundwiuldmunugunsal Wireless Access Point lniame

2. 599593 Access  Point lagagalaitioandn 75 Access  Point Tngtiiaueduans
(License) dm3uniuau Access Point uugunsallaliitiesndn 25 Access Point

3. s093udnauiniasgning (Client devices) ligeanlaitioanda 1,000 Clients

4. 5895UMIUALNIRTEIUL Wireless loun IEEE 802.11a, 802.11b, 802.11g, 802.11d,
WMM/802.11e, 802.11h, 802.11k, 802.11n, 802.11r, 802.11u, 802.11w c]t 802.11ac Tadueenetiay

5. Madousioseninegunsal Wireless Controller ffugunsnl Access Point fiaueseai
ANuLUYU RFC 5415 CAPWAP Protocol LtasﬁmiL‘ﬁﬁiﬁa‘éﬁay‘amuu’lmgm Datagram Transport Layer
Security (DTLS) ‘v‘\"’a%a;da Control Packets uay Data packets 161

6. anunsar sl Access Point ianlulyng v ufadaiiantn (Branch) Sadeusioninu WAN
Tneanunsodsihntoyanigluavlsiuluvaeiims dousedu Wireless Controller daunansdidaym

7. gunsalawnsapvpuuimsianmsdygialiane (Radio Resource Management) Ae
fari4u Radio resource monitoring, Transmit power control, Dynamic channel assignment Way
Coverage hole detection and correction Teluetnsiloy

8. @1115MMUANITSNIANUUaDAAEAINNIATE U IEEE 802.11i Wi-Fi Protected Access
2 (WAP2), WPA, Wired Equivalent Privacy (WEP) wag IEEE 802.1x uuia3euigliangla

9. a111307599900UN50l Access  Point wUanUasu (Rogue  detection)  wonuLYY
(Classification) wagdudalalnednlul@ (Automatic Containment)

10. 31587 Access Control Lists (ACL) s1a IPva ua 1Pv6 3lUis ACL per Client Id

11, @11150AUANAMAINAITIRUTIT (QOS) vudetnglianslusziuuenniindu
(Application) ¢ ﬁ?ﬂﬂmauﬁaﬁﬁﬁialﬁﬁ

12 aansaugnuee (Classification) wennawndulusesu Layer 4 - Layer 7 fmewelulad
DPI (Deep Packet Inspection) lneiignudeya (Signatures) vwgunIaiinnnd1 1,000 wownAipdu

13, arunsnuendniangrudeyavesuonndinduld Taglisududedninanion
syuuUfURNs (Operating Systern:OS) yeagunsnl

14, @nsafvunsIEnIsTeskennaLaty (Application  Profile) fldau dwsuulouis
(PoUcy)L%Wﬁ%ﬂ%@ﬁﬂﬂl%ﬂﬁﬂmaaéi%(User)uazLﬂéaauﬁaz%ﬁolUDevme)lﬁ

15. @509 Application Rate-limiting #i® User meluesednglsasle

/16. @1U150EN...
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16. @unsnas (Export)  Yoya Flow lufsgunsaineuenlaeildeya  Source WAy
Destination IP Address, Source uag destination TCP/UDP ports waw Type of service (ToS), Packet
srilufaweonwaiad Net Flow teiusgnsiey

17. @3N50YUATEAUANLIDIAYYIa (Signal Level in dBm) 7 Access Point a¥3U
Joya (Demodulate, Decode) ‘\]WﬂLﬂ‘%‘adQﬂ‘d’mﬁL‘%ﬂﬂ’jﬂ Receiver Start of Packet Detection
Threshold (RX-SOP) 1¢1

18. fiftasduditasudlatym Sticky Client (‘VimUﬁaLﬂ%ﬂgmhaﬁﬁmﬁ‘l%msﬁu Access
Point fiin fawsiinazeglng Access Point Flmifidanuusannna) e

19. afuayunsvi Inter-controller Roaming Uy Inter-subnet Roaming ﬁm%’um%eqn
hela

20. atfuayumsfumaunsalsuniudiynn (nterference) wiia Non-Wifi Devices it
ANE 2.4 GHz way 5 GHz Wu Bluetooth, Microwave, jammer, 802.11SuperG wardu £l 16 welvt
wweerld Wireless LAN wanideansldtesdyaavuiu Wlddosdayauiusgdnsnmandila

21 @rwnsasfaansnisideiuszuuinsetisuuulians lagaiunsawsnauysslanyes
qUﬂimnlﬁ (Local Policy)

vicd mmiamm%LLazmwﬂmsﬁ‘ummLm’lunﬁdaé’mzymmaaqﬂﬂsfﬁ Access Point
upazle

23. a1unsansranegldauluds Access  Point fioglagsauldlapdnlud (Client Load
Balancing)

od. annsayanisnatukazilostu Access Point wuanuaeula (Rogue Detection and
Containment)

25 anynsatestunislauf Management Frame lany Management Frame Protection
(MFP)

26, anansasesunisldsruy Radius Server meluuaznisuente

27, @wn5aviin1s Authenticate JL¥9URIUNI Web-based 15

28, anunsauisinnisgunsaiiu Telnet, SSH, SNMP uag Console Port 1

29, fiwosn Gigabit Ethernet 10/100/1000Base-T 8tnutlos 4 no$n

30, gUnInifesruImIgIuANIUABAsTY FCC, EN uay UL Wued ey

31, USEN ‘VllﬂLﬁ‘u@ﬁ]uﬁlaﬁlﬂﬁUﬂWiLLWQWQ@EJ’NL‘UUWNW]? Mmsauﬂsvummmaumn‘Ui'tsm

FduuTEmanv e IUTENEKER Ausyanlulsewmelng= Wit

€

and
b
ﬁo

/32, USYNNU...
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32, U3dniiiauevsdosiniiunisususemnisldiuvesgunsainsznedyyinlians
(Access Point) %o Cisco Su Aironet 1140 vpuduiildnuegnieluinedsn lagligunsainiugu

(Wireless LAN Controller) #ivhiauaanunsamunaugunsainsyaedaainlians (Access Point) fisvun

1@

A9T0....... (»53' ....... @"A—fv ........ UsE671UNIIUNNT

L4

(uamTaensmd suunsnl)

aTe.... ’g(ﬁ}”‘/ .................. NITNNS asie WIon éﬂz)& NIFUMIUALAVIYNIT

(WNENOEUINS ANGNIEYAUTUT ) (we@iusan ndu )
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3. gunsalnszanednyanliane (Access Point) 319U 5 A

o X
NYUZNUTIY

1. anwnsaldaumuinnsgiu IEEE 802.11b, ¢ uay n Ifduseeios

2. ansevhaudindunud 2.4 GHz viedndy

3, annsndsateyanannnsg e WPA uay WPA2 Iiiluegieles

4. fieudeureszuuAets (Network Interface) WUy 10/100/1000 Base-T #38fin31

Puaulitdesndn 1 ves
5. annsavieldmunasgiu IEEE 802.3af (Power over Ethernet) #58An1
6. annsndudnanarndlitiosndt 2 desdyenauazdidyyruvieenlidesnii 2
Yosdnyny1ad (2x2 MIMO)
7. anfuayunisvhendudnuaiy Mesh Networking nelfunnsgiu IEEE 802.11s e
8. annsoudmsdanisgunsaliiumsiusunsa Web Browser 1

9. WEmihiauevssesiiunsinsaiuaslitugunsalnszaredynamndiiiiauslu

adsiisnfsusannsldaulanunseldauldftugunsal Wireless Controller iiaue

L3

o ! { sH3e
ANTD.... %i .... W WM .................. NITUNT AITYD.corvvremsmnrrrorro ! Q% ....... NITUNSUALLAVIYNS

(UNENINOWINT ANGNEYIULTVT ) (W9EUUsAN IndN )
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4. poufinmodusivng (Server) S1u 2 1AT0N
ﬂmé“nywﬁugm

L SvthouUszanananas (CPU) WUy 8 wnuwmdn (8 core) vi3efnd dwsunsuiiimeiuivny
(server) Ingiavnzuagianuniidyanmuinilidesndt 2.4 GHz Srunlidesndt 1 wie

2 wineUsyarananats (CPU) 5835un1susEananawuy 64 bit Inieanudiuuy Cache
Memory liitlounin 20 MB

3. SimasAnudvan (RAM) wila ECC DDR4 videinan fvunalidesndn 32 GB

4. avfuayumsyhau RAID laitiesnda RAD 0, 1, 5, 10

5. finiedafudoya (Hard Disk) wila SCSI w5e SAS #38 SATA #ifimnuiiseulddosndn
7200 soUsiBNTl vi3e wila Solid State Drives vieAnTwagilvunpuglitesnii 2 T8 Srunulaides
N7 6 MY

6. 7 DVD-ROM vieiini1 uwuuinseanely (internal) wenmeuen (External) $1uau 1 iy

7 SdudeureruszuUATeTIBRU Gigabit Ethernet snmsgiudnuliidosndt 4 vos

8 fAudouRewuy Ethernet idimadaliivesnin 10Gb Srurubivesndt 1 geq

9. liflvann

10. 31 Power Supply WUU Redundant %138 Hot Swap 911U 2 Taveld

11, sos5unsldaniusruuufianisuas hypervisor agnatles fail Microsoft Windows
Server20085SP2, x64 (includes Hyper-VTM), Red Hat Enterprise Linux, Citrix SenserverTM, VMware
vSphereTM

12, fideulamssulsyiudunan 3 U lunsdidadywmmiediu Hardware Agdinshndendu
melu 4 42133 (@ Hours Response) Tngidnanvimsuilu/douuas o fiandaedes (On-Site Service)

13, foufidesdegunsaiifinveny (Expansion slots) wila internal PCle Taivfosndn 7 ¥o9

14. ﬁmiam&gﬁzwmiﬁmﬁ@ma%ap}ﬂ%muuaziﬁamﬂuiwum%mhammguéﬂmaLLax
TUsunsulunisyi Virtual Machine

15. U%@’mﬁﬁwLaua%ﬁaaﬁwLﬁumsamé?qﬂ%ué?qmmﬂ%'mumummﬁaamiéqu':

- DNS server - AD server - VMware - DHCP server
Tnsagdesanunsaldnulduusyuuufiinis Window Server 2008R2 Tofuethaiey

adle (2)/9&, %’ Y95 uUNITUNTT

4

(wamniaensmi euunsnu)
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